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General Data Protection Regulation Policy
GDPR stands for General Data Protection Regulation and replaces the previous Data Protection Directives that were
in place. It was approved by the EU Parliament in 2016 and comes into effect on 25th May 2018. GDPR states that
personal data should be ‘processed fairly & lawfully’ and ‘collected for specified, explicit and legitimate purposes’
and that individuals data is not processed without their knowledge and are only processed with their ‘explicit’
consent. GDPR covers personal data relating to individuals. Twinkles Nurseries Ltd is committed to protecting the
rights and freedoms of individuals with respect to the processing of children's, parents, visitors and staff personal
data. The Data Protection Regulation gives individuals the right to know what information is held about them. It
provides a framework to ensure that personal information is handled properly. Twinkles Nurseries Ltd is registered
with the ICO (Information Commissioners Office). Full details are available on request.
Purpose
Twinkles Nurseries Ltd collects and uses personal information about staff, children, parents or carers and other
individuals who come into contact with the nursery. This information is gathered in order to enable us to provide
high quality child care and other associated functions.
This policy is intended to ensure that personal information is dealt with correctly and securely and in accordance
with the GDPR, and other related legislation. It will apply to information regardless of the way it is collected, used,
recorded, stored and destroyed, and irrespective of whether it is held in paper files or electronically. All staff
involved with the collection, processing and disclosure of personal data will be aware of their duties and
responsibilities by adhering to these guidelines.
What is Personal Information?
Personal information or data is defined as data which relates to a living individual who can be identified from that
data, or other information held.
Privacy Notice
Twinkles Nurseries Limited are committed to protecting the privacy and security of ALL personal information. To
ensure transparency and provide accessible information to individuals about how their personal data is used a
privacy notice will provided and require a signature to give consent from the individual for Twinkles Nurseries Ltd to
collect and use personal information about employees of the Nursery, children attending the Nursery, the parents of
the Children and emergency contact information in accordance with the General Data Protection Regulation (GDPR).
General Data Protection Regulation
The GDPR controls how your personal information is used by organisations, businesses or the government.
Everyone responsible for using data MUST follow the seven key principles.
• Lawfulness, fairness and transparency
• Purpose limitation
• Data minimisation
• Accuracy
• Storage limitation
• Integrity and confidentiality (security)
• Accountability
What are the conditions for processing?
Unless a relevant exemption applies, at least one of the following conditions must be met whenever you process
personal data:

•
•
•
•
•
•

The individual whom the personal data is about has consented to the processing.
The processing is necessary: in relation to a contract which the individual has entered into; or because the
individual has asked for something to be done so they can enter into a contract.
The processing is necessary because of a legal obligation that applies to you (except an obligation imposed
by a contract).
The processing is necessary to protect the individual’s “vital interests”. This condition only applies in cases of
life or death, such as where an individual’s medical history is disclosed to a hospital’s A&E department
treating them after a serious road accident.
The processing is necessary for administering justice, or for exercising statutory, governmental, or other
public functions
The processing is in accordance with the “legitimate interests” condition.

What is the “legitimate interests” condition?
You may have legitimate reasons for processing personal data that the other conditions for processing do not
specifically deal with. The “legitimate interests” condition is intended to permit such processing, provided you meet
certain requirements.
The first requirement is that you must need to process the information for the purposes of your legitimate interests
or for those of a third party to whom you disclose it.
The second requirement, once the first has been established, is that these interests must be balanced against the
interests of the individual(s) concerned. The “legitimate interests” condition will not be met if the processing is
unwarranted because of its prejudicial effect on the rights and freedoms, or legitimate interests, of the individual.
Your legitimate interests do not need to be in harmony with those of the individual for the condition to be met.
However, where there is a serious mismatch between competing interests, the individual’s legitimate interests will
come first.
Finally, the processing of information under the legitimate interests condition must be fair and lawful and must
comply with all the data protection principles.
What conditions need to be met in respect of sensitive personal data?
At least one of the processing conditions listed above must be met whenever you process personal data. However, if
the information is sensitive personal data, at least one of several other conditions must also be met before the
processing can comply with the first data protection principle.
These other conditions are as follows.
•
•
•
•
•
•
•
•
•

The individual whom the sensitive personal data is about has given explicit consent to the processing.
The processing is necessary so that you can comply with employment law.
The processing is necessary to protect the vital interests of: the individual (in a case where the individual’s
consent cannot be given or reasonably obtained), or another person (in a case where the individual’s
consent has been unreasonably withheld).
The processing is carried out by a not-for-profit organisation and does not involve disclosing personal data to
a third party, unless the individual consents. Extra limitations apply to this condition.
The individual has deliberately made the information public.
The processing is necessary in relation to legal proceedings; for obtaining legal advice; or otherwise for
establishing, exercising or defending legal rights.
The processing is necessary for administering justice, or for exercising statutory or governmental functions.
The processing is necessary for medical purposes, and is undertaken by a health professional or by someone
who is subject to an equivalent duty of confidentiality.
The processing is necessary for monitoring equality of opportunity, and is carried out with appropriate
safeguards for the rights of individuals.

In addition to the above conditions– regulations set out several other conditions for processing sensitive personal
data. Their effect is to permit the processing of sensitive personal data for a range of other purposes – typically

those that are substantially in the public interest, and which must necessarily be carried out without the explicit
consent of the individual. Examples of such purposes include preventing or detecting crime and protecting the public
against malpractice or maladministration.
GDPR includes 7 rights for individuals
1 - The right to be informed
Twinkles Nurseries Ltd is a registered Childcare provider with Ofsted and as so, is required to collect and manage
certain data to remain compliant with Ofsted requirements.
Managing Children and Parent/Carers Records
Twinkes Nurseries Ltd will keep children and families personal data safe, secure and up to date and will only be
accessible to the people authorised to do so.
The data collected when a child starts at Twinkles Nurseries Ltd is as follows:
• Full name
• DOB
• Address
• Gender
• Religion
• First Language
• NHS number
• Dietary requirements
• Allergies
• Health conditions
• Doctors contact details
• Health Visitors details
• Parents full names
• Parents address
• Contact numbers
• Email address
• Work details, number address
• Emergancy contact details
This data is stored on Kinder soft which is password protected and a hard copy is stored in a secure place.
Information is used to create QuickBooks accounts for invoicing, this is also password protected.
If families wish to sign a contract for Free Early Educational Entitlement. They will give consent for information to be
shared with the local authority through a synergy online page and/or a secure email provided by the local authority.
If there is a need to share EYFS information regarding an inividual child with another setting ie. when they leave to
go to school. Permission will be sought first.
Every child at Twinkles has an online learning Journey recorded on Capture. This is password protected.
Parents/carers and the childs key person have their own login details to access and review individual records. The
management team hold an administrator login. This allows an over view of the whole nursery to manage and
monitor the process.
Parents/carers are asked to complete an online permission for photographs of their children to be used on display
boards in the nursery and on Twinkles website and social media.
Twinkles Nurseries Ltd will seek parent/carers views through paper and online surveys. The answers will be
confidential to the nursery, but a summary may be shared with staff and other agencies.
Recruitment and Managing Staff Records
As an employer Twinkes Nurseries Ltd will keep employees’ personal data safe, secure and up to date and will only
be accessible to the people authorised to do so.

Data recorded about an employee includes:
• name
• address
• date of birth
• identification
• bank details
• sex
• education and qualifications
• work experience
• National Insurance number
• tax code
• details of any known disability
• emergency contact details
This information is also required for and proof of eligibility to work in the UK and Disclosure and Barring Service
checks (DBS). This information is sent via a secure online application system to Capita Ebulk Plus for the processing
of DBS checks.
Twinkles finance department use Moneysoft secure online system for payroll. This stores individual data such as:
bank details. This system is password protected and only accessed by staff authorised to do so for processing
payroll.
Twinkles will also keep information collected throughout the employees time with the Company such as:
• employment history with the organisation
• employment terms and conditions (eg pay, hours of work, holidays, benefits, absence)
• any accidents connected with work
• any training taken
• any disciplinary action
Twinkles Nirseries Ltd are required to collect certain details of visitors to our nurseries. We need to know the
visitors names, telephone numbers, addresses and where appropriate company name. Identification will be checked
is in respect of our Health and Safety, Safeguarding and Visitors Policies.
2 - The right of access
At any point an individual can make a request relating to their data and Twinkles Nurseries Ltd will need to provide a
response (within 1 month). Twinkles can refuse a request, if we have a lawful obligation to retain data i.e. from
Ofsted in relation to the EYFS, but we will inform the individual of the reasons for the rejection. The individual will
have the right to complain to the ICO if they are not happy with the decision.
3 - The right to erasure
You have the right to request the deletion of your data where there is no compelling reason for its continued use.
However Twinkles Nurseries Ltd has a legal duty to keep childrens and parents details for a reasonable time (please
see the attached retention periods for records document). Twinkles Nurseries Ltd retain these records for 3 years
after leaving pre-school, children's accident and injury records for 19 years (or until the child reaches 21 years), and
22 years (or until the child reaches 24 years) for Child Protection records. Staff records must be kept for 6 years after
the member of leaves employment, before they can be erased. This data is archived securely and shredded after the
legal retention period.
4) The right to restrict processing
Parents, visitors and staff can object to Twinkles Nurseries Ltd processing their data. This means that records can be
stored but must not be used in any way, for example reports or for communications.
5) The right to data portability
Twinkles Nurseries Ltd requires data to be transferred from one IT system to another; such as from Twinkles to the
Local Authority, and to Capture Online Learning Journal. These recipients use secure file transfer systems and have

their own policies and procedures in place in relation to GDPR. There is also the requirement to share data across
the Twinkles Group this is done through a secure server.
6) The right to object
Parents, visitors and staff can object to their data being used for certain activities like marketing or research.
7) The right not to be subject to automated decision-making including profiling
Automated decisions and profiling are used for marketing based organisations. Twinkles Nurseries Ltd does not use
personal data for such purposes.
Rights of Access to Information
Actioning a subject access request
Requests for information can be made at any time verbally and in writing to the data controller (HR
Manager/General Manager) If the initial request does not clearly identify the information required, then further
enquiries will be made.
The identity of the requestor must be established before the disclosure of any information. Where information is
requested of a child further checks should also be carried out regarding proof of relationship to the child.
Evidence of identity can be established by requesting production of:
• passport
• driving licence
• utility bills with the current address
• Birth / Marriage certificate
• P45/P60
• Credit Card or Mortgage statement
This list is not exhaustive.
Any individual has the right of access to information held about them. The response time for subject access requests,
once received, is 1 calender month. will not commence until after identification confirmed.
The Data Protection Act allows exemptions as to the provision of some information; therefore all information will be
reviewed prior to disclosure. Third party information is that which has been provided by another, such as the Police,
Local Authority, Health Care professional or other agencies. Before disclosing third party information consent should
normally be obtained. Any information which may cause serious harm to the physical or mental health or emotional
condition of a child or another should not be disclosed, nor should information that would reveal that the child is at
risk of abuse, or information relating to court proceedings.
Sharing Information
If you are asked to share information and you are unsure. Please seek advice from the Nursery Manager.
Getting Consent to Share Information if There is a Safeguarding Concern
Ask for consent to share confidential information unless:
• asking for consent may increase the risk of significant harm to the child or young person
• a delay in sharing information may increase the risk of harm to the child or young person.
You can get consent either verbally or in writing although it’s better to get written consent. This is to avoid any
future dispute. A person can withdraw consent at any time.
If a child doesn’t have the capacity to understand and make their own decisions, ask a person with parental
responsibility.
Be open and honest. Ensure the person you’re asking for consent understands what information will be shared and
why it needs to be shared. Tell them who will see the information and what they will use it for.
It’s important to respect the wishes of a child or any person who doesn’t consent to share confidential information.

If you’re not given consent to share information, you may still lawfully go ahead if it can be justified to be in the
public interest. For example, to:
• protect children from significant harm
• promote the welfare of children.
Always think of the safety and wellbeing of the child first. Always act within the guidelines of your professional code
of practice. If a child or adult refuses to give their consent to share confidential information. The Lead Safeguarding
Officer (Nursery Manager) will make a professional judgement following Twinkles Nurseries Ltd Safeguarding Policy.

Storage and use of personal information
All paper copies of children's and staff records are kept in a locked filing cabine. Appropriate members of staff can
have access to these files but information taken from the files about individual children is confidential and these
records remain on site at all times. These records are shredded after the retention period. Information about
individual children is used in certain documents, such as, a weekly register, medication forms, referrals to external
agencies and disclosure forms. These documents include data such as children's names, date of birth and sometimes
address. These records are shredded after the relevant retention period.
Twinkles Nurseries Ltd collects a large amount of personal data every year including; names and addresses of those
on the waiting list. These records are shredded if the child does not attend or added to the child’s file and stored
appropriately. Information regarding families’ involvement with other agencies is stored both electronically with
restricted access and in paper format, this information is kept in a locked filing cabinet. These records are shredded
after the relevant retention period. Upon a child leaving Twinkles and moving on to school or moving settings, data
held on the child may be shared with the receiving provision.
Twinkles Nurserieis Ltd stores personal data held visually in photographs or video clips, unless written consent has
been obtained via the permission form these will not be uploaded on the Company website or social media sites. No
names are stored with images in photo albums, displays, on the website or social media sites.
Use of Computers to Access Electronically Stored Data
Security levels are set for access to information depending on job role and department. This is to ensure that data
will only be seen by people authorised and appropriate to do so. If you are given access to the Company’s IT
systems, you are responsible for the security of your computer and must not allow it to be used by an unauthorised
person. You MUST keep your passwords confidential and change them regularly. All staff MUST use their own log in
details to access the use of Company computers. To prevent access in your absence, If you need to step away and
leave your computer unattended, or on leaving the office, you MUST make sure that you log off from your computer
or lock the screen. To do this you will need to press Ctrl, Alt and Delete simutlatanously and choose the option “lock
this computer”, alternativley you can set a timer on your computer so if it remains inactive for a period of time it will
lock automatically.
Capture Online Learning Journal is password protected. When a member of staff leaves the company they are
deactivated from the system so that they nolonger have access in line with this policy and our Safeguarding policy.
Any portable data storage used to store personal data, e.g. Encrypted USB memory sticks are password protected.
Staff Obligations
Staff will not gain access to information that is not necessary to hold, know or process. All information which is held
will be relevant and accurate for the purpose for which it is required. The information will not be kept for longer
than is necessary and will be kept secure at all times.
Staff will ensure that all personal or sensitive personal information is anonymised as part of any evaluation of assets
and liability assessments except as required by law.
Staff who manage and process personal or sensitive personal information will ensure that it is kept secure and where
necessary confidential. Sensitive personal information will only be processed in line with the provisions set out in
this policy. Staff are responsible for notifying their line manager if they believe or suspect that a conflict with this
policy has occurred, or may occur in the future. This includes notification of any actual or suspected data breach.
Transporting Data/Remote Working
Hard copies of data will only be transported between twinkles nurseries by staff responsible and authorised to do so.
In order to ensure that Twinkles Nurseries Ltd confidential data is secure and safe while working remotely,
employees must ensure that:• all confidential electronic data is protected by a password
• all confidential paper data is secure and safe, when not in use
• confidential waste is disposed of in the usual way
All laptops taken offsite are encrypted and electronic data will only be taken offsite when absolutely nessescary on a
password protected encrypted USB memory stick. Staff are required to sign the Twinkles Reduce Risks of Remote
Working guidance.

GDPR means that Twinkles Nurseries Ltd must:
• Manage and process personal data properly
• Protect the individual’s rights to privacy
• Provide an individual with access to all personal information held on them
General Statement
Twinkles Nurseries Ltd will:
• Inform individuals why the information is being collected when it is collected
• Inform individuals when their information is shared, and why and with whom it was shared
• Check the quality and the accuracy of the information it holds
• Ensure that information is not retained for longer than is necessary
• Ensure that when obsolete information is destroyed that it is done so appropriately and securely
• Ensure that clear and robust safeguards are in place to protect personal information from loss, theft and
unauthorised disclosure, irrespective of the format in which it is recorded
• Share information with others only when it is legally appropriate to do so
• Set out procedures to ensure compliance with the duty to respond to requests for access to personal information,
known as Subject Access Requests
• Ensure our staff are aware of and understand our policies and procedures
Monitoring staff at work
Twinkles Nurseries Ltd reserve the right to monitor staff at work. Which could include:
• using CCTV
• keeping records of phone calls
• logging their email or internet use
• searching staff or their work areas, bags, person and vehicles
As part of a specific investigation staff may be monitored without their knowledge if:
• it is suspected they’re breaking the law
• letting them know about it would make it hard to detect the crime
Complaints
Complaints will be dealt with in accordance with Twinkles Nurseries Ltd complaints policy. Complaints relating to
information handling may be referred to the Information Commissioner (the statutory regulator).
Further information can be found on the Information Commisioner Office website https://ico.org.uk/

Retention Periods for Records
Children’s records

Retention period

Status

Authority

Requirement

Statutory Framework for
the Early Years Foundation
Stage (given legal force by
Childcare Act 2006)

Children’s records Including registers,
medication record books
and accident record
books pertaining
to the children

A reasonable period of
time after children have
left the provision (e.g.
until after the next Ofsted
inspection)
Until the childreaches the
age of 21 - or until the
child reaches the age
of 24 for child protection
records

Recommendation

Limitation Act 1980
Normal limitation rules
(which mean that an
individual can claim for
negligently caused
personal injury up to 3
years after, or deliberately
caused personal injury up
to 6 years after the event)
are postponed until a child
reaches 18 years of age
The Reporting of Injuries,
Diseases and Dangerous
Occurrences Regulations
1995 (RIDDOR) (as
amended)
Authority

Records of any reportable
death, injury, disease or
dangerous occurrence

3 years after the date the
record was made

Requirement

Personnel & Payroll
records
Personnel files and
training records (including
disciplinary records and
working time records)
DBS check

Retention period

Status

6 years after employment
ceases

Recommendation

Chartered Institute of
Personnel and
Development

6 months

Recommendation

6 years

Requirement

DBS Code of Practice The
following basic
information should be
retained after the
certificate is destroyed:
the date of issue; the
name of the subject; the
type of disclosure; the
position for which the
disclosure was requested;
the unique reference
number; and the details of
the recruitment decision
taken
Taxes Management Act
1970

3 years after the end of
the tax year to which they
relate

Requirement

Wage/salary records
(including overtime,
bonuses and expenses)
Statutory Maternity Pay
(SMP) records

The Statutory Maternity
Pay
(General) Regulations
1986

Statutory Sick Pay (SSP)
records

3 years after the end of
the tax year to which they
relate
3 years after the end of
the tax year to which they
relate

Requirement

Redundancy details,
calculations of payments,
refunds, notification to
the Secretary of State
Health and safety

6 years after employment
ends

Recommendation

Retention period

Status

Authority

Staff accident records (for
Organisations with 10 or
more employees)

3 years after the date the
record was made

Requirement

Social Security (Claims and
Payments) Regulations
1979

Records of any reportable
death, injury, disease or
Dangerous occurrence

3 years after the date the
record was made (there
are separate rules for the
recording of accidents
involving hazardous
substances
40 years from the date of
the last entry

Requirement

The Reporting of Injuries,
Diseases and Dangerous
Occurrences Regulations
1995 (RIDDOR) (as
amended)

Requirement

The Control of Substances
Hazardous to Health
Regulations 2002 (COSHH)

Permanently

Recommendation

Chartered Institute of
Personnel and
Development

Retention period

Status

Authority

3 years from the end of
the financial year for
private companies, 6 years
for public
6 years for charities
Retention period

Requirement

Requirement
Status

Charities Act 2011
Authority

For as long as possible

Recommendation

Health and Safety
Executive

10 years from the date
of the meeting for
companies
6 years from the date of
the meeting for

Requirement

Companies Act 2006

Requirement

The Charitable
Incorporated

Income tax and National
Insurance returns/records

Accident/medical records
as specified by the
Control of Substances
Hazardous to Health
Regulations (COSHH)
Assessments under
Health and
SafetyRegulations and
records of consultations
with safety
representatives and
committees
Financial records
Accounting records

Administration records

Employers’liability
insurance
records

Meeting
Minutes/Minute Books

Requirement

The Statutory Sick Pay
(General) Regulations
1982
The Income Tax
(Employments)
Regulations
1993 (as amended)
Chartered Institute of
Personnel and
Development

Requirement Companies
Act 2006

Charitable Incorporated
Organisations
Permanently

Recommendation

Organisations (General)
Regulations 2012
Chartered Institute of
Personnel and
Development

Note:
Child protection – All documents relating to child protection i.e. referrals, contact with social care of SSCB
(including LADO) for 24 years.
Closure - If the childcare organisation has to close for any reason, it is recommended that the nursery contact
their legal advice line through their insurance, and seek advice from the Information Commissioning Office
(www.ico.org.uk) in relation to storing records.

